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$6:291 /TTCNTT&TT-QTHT Thanh Hod, ngay 04 thang 9 nam 2024

Vv canh béo chién dich tan cong mang
c6 chu dich nham tGi Viét Nam

Kinh gui:
- Van phong Tinh uy;
- Van phong Poan DPBQH va HDND tinh;
- Van phong UBND tinh;
- Céc sd, ban, nganh, don vi su nghiép cép tinh;
- UBND cac huyén, thi xa, thanh phé;
- Cac to chitc doan thé chinh tri cap tinh;
- Cac doanh nghi¢p VT, CNTT trén dia ban tinh.

Cin cir Cong van s 1720/CATTT-NCSC ngay 26/08/2024 v& viéc canh bao
chién dich tan cong mang cé chu dich nham téi Viét Nam ctia Cuc An toan thong
tin, B Thong tin va Truyén théng. Theo d6, trong qua trinh giam séat an toan
thong tin trén khdng gian mang, Trung tdm Giam sat an toan khéng gian mang
quéc gia (NCSC), thuoc Cuc An toan thong tin dd phét hién va ghi nhan mot
chién dich tan coéng c6 cha dich méi sir dung ky thuat AppDomainManager
Injection dé phat tan ma doc tir thang 07/2024. Chién dich nay, c6 thé lién quan
dén nhom APT 41, d3 anh huong dén céc to chic chinh phu va quan su trong
khu vigc Chau A - Thai Binh Duong, bao gom ca Viét Nam.

(Théng tin chi tiét xem tai Phy luc kém theo)

Dé bao dam an toan thong tin mang ddi v6i cac hé thdng théng tin trong cac
co quan nha nudc trén dia ban tinh, Trung tim Cong nghé thong tin va Truyén
thong Thanh Hoa dé nghi cac co quan, don vi chi dao cac by phan, ca nhan thuc
hién nhitng ndi dung sau:

1. TH chic cap nhat cac d4u hiéu tin cong trén thiét bi Tuong Itra caa don vi
dé ngan chan cac két ndi tir bén trong va ngoai vao danh sach cac dia chi tén mién
doc hai tai Phu luc kém theo. Khan truong thuc hién kiém tra, ra soat, xac dinh
may tinh va cac hé thong thong tin trong pham vi co quan, cac don vi truc thudc
va UBND cép x4 ¢6 kha nang bi anh huong bai chién dich tan cong trén.

2. Tang cudng giam sat va trién khai thuc hién day du cac phuong 4n bao
dam an toan thong tin theo Ho so dé xuat cap d6 da dugc phé duyét; dong thoi
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thuong xuyén theo ddi kénh canh béo caa cac co quan chirc ning va céac to chic
I6n V& an toan thong tin dé phét hién kip thoi cac nguy co tin cdng mang.

3. Chi dao T6 tng ctru sy ¢b an toan thong tin mang tai co quan, dia phuong
minh trién khai chi dong ra soat va sin sang phuong an xur 1y sy ¢6 khi phat hién
c¢6 dau hiéu bi khai thac, tin cong mang; dong thoi pho bién, tuyén truyén kip thoi
cac nguy co vé mat an toan thong tin dugce canh bao ciia cic co quan chirc ning
trong pham vi co quan, dia phuong.

Trong qua trinh thyc hién, néu gip khé khin, vudng mic vé ky thuét lién
quan dén cac noi dung, cong viéc trén dé nghi lién hé voi Trung tim Cong nghé
thong tin va Truyén thong Thanh Hoa dé phdi hop hd trg, xir 1y.

Dién thoai: (0237)3718.699; Thu dién tir: ungcuusuco@thanhhoa.gov.vn./.

Noi nhgn: KT. GIAM bOC
- Nhu kinh gui; PHO GIAM POC
- S6 TT&TT (dé blc);

- PGD S¢ Nguyén Vin Tudc (dé bic);
- Giam doc Trung tam (dé b/c);
- Luu: VT, QTHT.

Tran Ngoc Hung
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Phu luc
THONG TIN CHI TIET VE CHIEN DICH TAN CONG

1. Théng tin chi tiét

Trung tdm Giam sat an toan thong tin, Cuc An toan théng tin ghi nhan
thong tin lién quan dén chién dich tan cong c6 chu dich sir dung Ky thuat
AppDomainManager Injection dé phat tan ma doc ké tir thang 7/2024.

Qua phén tich, ma doc trong chién dich nay dugc xac dinh 1a CobaltStrike,
voi cac dau hiéu k¥ thuat va ha tang twong tuw nhdm APT41. Chién dich di gay
ra nhing tac dong anh hudng dén cac td chirc chinh phi tai Pai Loan, cac don vi
quan su ¢ Philippines... Pidu ndy cho thay quy md va tinh chat nguy hiém cua
cudc tan cong, doi hoi cac bién phap phong chng nang cao tir cac co quan an
ninh mang trong khu vuc.

Cdc don vi c6 thé tai xuong cac ma 10C tai https://alert.khonggianmang.vn

Dudi day 1a mdt s6 IoC lién quan dén céc tan cong gan day

krislab[.] site msn-microsoft[.] org
s2cloud-amazon[.] com s3bucket-azure[.] online
s3cloud-azure[.] com s3-microsoft[.] com
trendmicrotech[.] com visualstudio-microsoft[.] com
xtools].] lol 0

2. Hwéng din ngin chin

Ghi chi: Céach thuc thiét Idp trén cac thiét bj bao mdt sé duroc thuc hién
khac nhau, trong bai viét nay hwéng dan trén dong thiét bi Router Mikrotik c6
tich hop chitc nang Tuwong lua.

2.1. Cap nhat ngin chin truy cip vao cac tén mién doc hai trén hé
thong thiét bi bao mat (Twong lira) tai don vi

Trén thiét bi twong lira (Vi du thiét bi Mikrotik) vao IP — Firewall —
Filter Rules va thém mét rule mai véi noi dung nhu anh dudi:
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- Chain: forward, xtr 1y cac goi tin di qua router.

- Src. Address: Pia chi (hodc nhom dia chi) IP can &p dung rule firewall dé
ngan chan truy cap

- Protocol: Giao thurc, chon 6 (tcp).
- Dst. Port: Port (cong) can chan, ¢ day chon port https 443.

- In. Interface: Interface goi tin di vao. Chon bridge, VLAN hoac interface
cu thé can chan.

- Content: Noi dung can chan.

- Action: Céach xur ly goi tin. Chon drop (b6 goéi tin di).
2.2. Theo ddi, ra soat cac két noéi trén may tinh tai don vi
2.2.1. Theo di nhdt ky truy cdp trén thiét bi bdo mt

Trén thiét bj bao mat, theo ddi thuong xuyén trang thai két ndi tir cac may
tinh dé ghi nhan tinh trang 1y nhidm caa cac may (néu co).



ERLCARRMAN Router0S v6.47.10 (long-term)
- Wireless —
- Interfaces _[ Filter Rules U NAT H Mangle W“ Service Ports | Connections | Address Lists ” Layer7 Protocols
}7( Bridge
5 Switch | Tracking |
% PPP
i : Mesh 974 items
5P v Connec... Orig./Repl.
e A Src. Address Dst. Address Prot.. Lork Timeout Orig./Repl. Rate Bytes
Accounting :_} C 133.106.245.43:451( 113.160.183.109:23¢ 17 (udp 00:00:09 2.6 kbps/0 bps 302.8 KiB/0 B
Addresses | C 147.185.132.138:56¢ 113.160.183.109:50¢ 17 (udp 00:18:19 0 bps/0 bps 408 B/0B
Cloud | sC 179.6.14.153 113.160.183.109 1 (icmp. 00:00:06 O bps/0 bps 288/288B
DHCP Client = sC 179.7.180.248 113.160.183.109 1 (icmp 00:00:09 0 bps/0 bps 288/288B
DHCP Relay =l sC 180.244.139.38 113.160.183.109 1 (icmp 00:00:04 O bps/0 bps 288/288
DHCP Server | sC 189.197.131.53 113.160.183.109 1 (icmp. 00:00:00 O bps/0 bps 288B/288B
| sC 190.17.193.85 113.160.183.109 1 (icmp 00:00:03 O bps/0 bps 28B/288B
l | = 192.168.0.1 224.0.0.1 2 (igmp 00:09:28 0 bps/0 bps 960 B/0 B
| sC 5.125.82.190 113.160.183.109 1 (icmp 00:00:09 O bps/0 bps 288/288
\ | C 10.136.71.1:80 10.136.71.129:5820¢% 6 (tcp) 1d 00:01:4 0 bps/0 bps 408/08
Nl | = C 10.136.71.1:80 10.136.71.129:5820C 6 (tcp) 23:56:13 0 bps/0 bps 408/08
| C 10.136.71.1:80 10.136.71.129:5819: 6 (tcp) 23:56:13 0 bps/0 bps 408B/08B
| C 10.136.71.1:80 10.136.71.129:5818¢ 6 (tcp) 23:56:13 0 bps/0 bps 408/08
= C 10.136.71.1:80 10.136.71.129:5818¢ 6 (tcp) 23:56:13 0 bps/0 bps 408/08
| C 10.136.71.1:80 10.136.71.129:58191 6 (tcp) 23:56:13 0 bps/0 bps 408/08
| C 10.136.71.1:80 10.136.71.129:5819: 6 (tcp) 23:56:13 0 bps/0 bps 408/08
| Cs 10.136.71.9:35309  192.168.0.1:1900 6 (tcp) 00:00:04 960 bps/0 bps 1808/08B
| SCs  10.136.71.9:48193  152.32.162.8:8815 17 (udp 00:00:06 0 bps/O bps 184 B/205 8
= SCs 10.136.71.9:48193 152.32.162.8:8810 17 (udp 00:00:06 O bps/0 bps 184 B/205 B
_-_] SCs  10.136.71.9:48193 152.32.162.8:8813 17 (udp 00:00:06 O bps/0 bps 184 B/205 8
| SCs  10.136.71.9:48193 152.32.162.8:8811 17 (udp 00:00:06 O bps/0 bps 184 B/205 B8
Traffic Flow | SCs  10.136.71.9:48193  152.32.162.8:8814 17 (udp 00:00:06 O bps/0 bps 184 B/205 8B
UPNP | SCs  10.136.71.9:48193 152.32.162.8:8812 17 (udp 00:00:06 O bps/0 bps 184 B/205 8
Web Proxy | SACs 10.136.71.9:59160 101.36.102.193:880: 17 (udp 00:02:53 0 bps/0 bps 2731.8 KiB/2939.8

2.2.1. Theo ddi trgng thai két néi trén cac may tinh
Budc 1: Tai cong cu TcpView cua hdng Microsoft tir dia chi sau:

https://learn.microsoft.com/en-us/sysinternals/downloads/tcpview

Budc 2: Chay cdng cu voi quyén quan trj trén may tinh can kiém tra. Trén
phan Options, chon chic ning Resolve Addresses dé phan giai cac dia chi IP
sang tén mién dé theo ddi.
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Process Name ProcesslD  Protocel  State Locel Address Local Port | Remate Address Remote Port Creste Time Module Name Sent Packets Rec Packets Sent Bytes Recy Bytes

Wi swchost.exe w4 WP Listen 0009 496660000 0 28/08/20422955CH Schedule

B! svchostexe 3828 w©e Listen 0000 49669 40.0.00 0 28/08/2024229:55CH Eventlog

i spocisv.ere B4 TP Listen 0000 as670 fo000 0 208202422956 CH Spooler

W senvices.exe 292 TP Listen 0009 49680 0000 0 2/08/2024229:58CH _senvices.exe

= WUDFHestexe 180 P Established 127001 acee7 127001 45688 28/08/2024 23002 CH WUDFHostexe a e

LR exe 1820 g Established 127001 49688 §127.00.1 49687 28/08/2024 230:02 CH  WUDFHost.exe a8 482

W1 CNAB4RPD.EXE 12368 ®p Listen 0.0.00 49691 0.0.00 0 28/08/2024 2:30:04 CH  CNAB4RPD.EXE

B ipfave.exe sS4 <3 Establiched  127.00.1 a0s34 [ 127001 40695 28/08/2024230:06 CH dptftcs

Blipfrve.exe sS4 P Established 127001 4965 127000 49634 28/08/2024 23006 CH _dptitcs

# " intel_cst_service_stan... 80  KP  Established 127001 40696 1122003 49667 28/0872024 23008 CH  IntelCstSenvice u u

' intel_cst_service stan... 5860 ©p Esteblished  127.00.1 49697 §127.00.1 49696 28/08/2024 230:08 CH  IntelCstService £ £l

& BTEAdapter.exe 244 P Listen 12700 58201 §0.0.00 03/09/2024 206:45 CH  BTEAdapter.exe

@ 1ogioptionsplus_agent. 278 ®P Listen 0000 59859 0.0.00 0 06:33CH _logioptionsplus_agent.exe

' WUDFHost.exe 2364 e Estoblished 127001 63168 §127.00.1 63163 01/09/2024 11:04:35CH  WUDFHost.exe 450 450
WUDFHost exe 264 TP Established 127001 63169 § 127001 63168 01/09/2024 110435 CH  WUDFHost.exe. 450 450

1 System 4 KP  Listen 0000 s 0000 0 2808202422936 CH System

B System 4 TP Lasten 0000 s3s7fo000 0 29/0872024 1122255A System

W svchostexe W48 WP Listen 0009 7680|0000 0 03/09/2024 24412CH Dosve

B svchostexe 16828 TP Listen 135 0 28/08/20242:2955CH RpeSs

B! vmware-hostd.exe 8580 TCPvE Listen s g 0 28/08/2024 2:29:59 CH  VMwareHostd

®7 System 4 TG Listen s 0 28/08/2024229:56 CH  System

1 System 4 TAE  Lsten 5387 0 29/082041122255A System

Theo ddi nhitng dia chi tén mién tai phan Remote Addresses dé ghi nhan
xem c6 dia chi nao trong danh sach do6c hai ma may tinh dang két nbi dén hay
khong.
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